HELIX WATER DISTRICT

June 24, 2008
NETWORK ADMINISTRATOR 

JOB SUMMARY

Network Administrator is a nonexempt technical and professional class. Under general supervision, serves as the District’s LAN/WAN administrator; installs, administers and maintains the operating stability, security, reliability and efficiency of the network infrastructure; and performs related duties as assigned.

DUTIES AND RESPONSIBILITIES

Duties include but are not limited to the following:

1. Performs network administration of the District’s LAN/WAN, including maintaining and enhancing network server functionalities, ensuring system security and preparing & maintaining comprehensive system documentation.

2. Installs, configures, integrates, applies software upgrades and patches, and maintains network control and management system software and devices; develops, maintains and tests system security features.

3. Installs and configures applications on network systems.  Maintains and monitors network security software and/or appliances and configures for maximum effectiveness.  Maintains DHCP and DNS servers, SQL database servers, Sharepoint portal server, and ISA firewall servers. 
4. Monitors and manages network performance, event and security logs to achieve established service levels using applicable software, tools and utilities; troubleshoots and resolves network problems.

5. Supports, installs, and configures LAN/WAN routers and switches to achieve best performance and throughput to maximize systems availability. 

6. Trains and assists end users in using network systems and applications.
7. Researches and evaluates current and new network software, hardware, methods and techniques to improve network reliability, security, and performance; develops short- and long-range plans for the enhancement and migration of the LAN/WAN to new technologies.

8. Evaluates and recommends the selection and purchase of hardware and software and the development of District standards for hardware and software.  
9. Meets with other District divisions as required to define and analyze their future needs, and to evaluate and recommend software and hardware purchases.
10. Participates in IS/GIS planning and implementation committees.
11. Ensures District complies with computer software licensing agreements and hardware registration requirements.

12. Provides backup support to other Information Services staff in performing their duties.

DESIRED MINIMUM QUALIFICATIONS

Knowledge of:
1. Applied network architecture theory and principles of network design and integration, including typologies and protocols.

2. Principles, methods and techniques for layout, installation, configuration, integration and operation of network systems, equipment and devices.

3. Methods and techniques for performing connectivity testing and network analysis and trouble-shooting, including use of diagnostic tools and equipment.

4. PC systems programming and applications development tools and methods.

5. Application of Internet/intranet technologies and design concepts and techniques, including firewall configuration, job scripting and applicable programming languages.

6. Structured project management tools and techniques and their use to complete projects and assignments.

7. Standard PC software packages, including word processing, spreadsheet, database, desktop publishing and flow-charting.

Ability to:
1. Perform business and functional requirements analysis and reach sound, logical conclusions regarding user needs and requirements.

2. Develop and maintain effective customer-focused service processes with District managers and end users.

3. Configure, maintain and manage the operations of a complex LAN/WAN infrastructure including servers, routers, switches, and T1 lines to achieve optimal technical performance and user support.

4. Troubleshoot network hardware, software, and connectivity issues to resolve problems promptly.

5. Organize, plan, lead and complete projects efficiently and in accordance with District quality standards.

6. Communicate effectively, orally and in writing.

7. Prepare clear, concise and accurate documentation and reports.

8. Read, interpret, explain and apply technical information on business processes, software and hardware for technical and non-technical users.

9. Maintain confidentiality and security of sensitive information.

10. Work collaboratively and effectively with project teams including user representatives and outside resources and others encountered in the course of work.

11. To work after normal working hours and occasionally on weekends or after hours for system emergencies as situations arise.
Training and Experience:

Training and/or technical experience substantially equivalent to graduation from a four-year college or university with a major in computer science, management information systems or a closely related field and three years of progressively responsible experience;  or related technical certification and at least  seven years of progressively responsible experience in the development and administration of TCP/IP LAN/WAN environments.
Licenses; Certificates; Special Requirements:

Microsoft Certified System Engineer Certificate 2000/2003.
A valid Class C California driver’s license and the ability to maintain insurability under the District’s Vehicle Insurance policy.

PHYSICAL AND MENTAL DEMANDS AND WORK ENVIRONMENT

The physical and mental demands and the work environment characteristics described here are repre-sentative of those required for the performance of job duties.

Physical Demands:

While performing the duties of this class, the employee is regularly required to sit, walk and stand; talk or hear, in person and by telephone; use hands repetitively to finger, handle, feel or operate computers, standard office equipment and tools; reach with hands and arms; and bend, kneel and crouch. The employee is regularly required to lift up to 25 pounds and occasionally to lift up to 50 pounds.

Specific vision abilities required by this job include close and distance vision, the ability to adjust focus, depth perception and color vision.

ADVANCE \u 7Mental Demands:

While performing the duties of this class, the employee is regularly required to use written and oral communication skills; read and interpret data and information; analyze and solve problems; observe and interpret situations; use math and mathematical reasoning; learn and apply new information or skills; perform highly detailed work on multiple, concurrent tasks with constant interruptions; work under established deadlines; and interact with those encountered in the course of work.

Work Environment:

The employee works under typical office conditions, and the noise level is usually quiet. 

GM Approval:  ____________________
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